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Center for Responsible Enterprise and Trade

CREATe.org

A global NGO:

Focusing on IP
Protection and
Anti-Corruption

Sharing leading
practices based on
insights from global

companies, academics,

organizations and
think tanks

CREATe Leading Practices

L3

Assessments and
benchmarking to measure
current processes/systems

Guidance and steps
for improvement

Available in English,
Chinese, Spanish and
Brazilian Portuguese




Developments Beyond the EU: Asia, US and TPP

* U.S. Pending Legislative Initiatives: federal
private civil action and seizure of goods

* Trans Pacific Partnership Agreement (TPP):
leaked draft would require signatory countries to
iImpose criminal penalties for trade secret
misappropriation

* Intensifying global competition among
industry players in Japan, Korea, Taiwan and
China - leading to increased litigation
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Key Findings

Significant risk of IP infringement throughout the supply chain
* Suppliers, business agents, partners equally pose IP risks

Trade secret theft: greatest IP risk
* 68% believe they have ‘extensive risk’ in this area
* Only 36% rated their company compliance program effective

Protecting IP: limit IP exposure among third parties
* Tactics: splitting high-value IP among suppliers, limiting IP access

y.

Training is key to IP compliance
* Focus is primarily on employees rather than 3 parties



IP: Risk vs. Reality

Percentage of respondents who identified IP risk as an extensive risk
and whether compliance program was very effective

Both measures rated 1 — 2 on a 5-point scale

Trade secret 68%
infringement 36%
. e 58%
Patent infringement 50%
Trademark 43%
infringement 56%

Copyright 37%
infringement 38%
Registered design 35%
infringement 45%

m [ evel of Risk = Effectiveness of Compliance

5. How much risk do you think there is of each of the following types of violations of your company's intellectual property when it engages third
parties in emerging markets? 7. How effective do you think your company is in its efforts to prevent each of the following types of infringement of
its intellectual property when it engages third parties in emerging markets?




U.S. China Business Council Survey:
Trade Secret Theft in China







CREATe - PwC Trade Secrets Report

* The economic impact of trade
secret misappropriation;

* An analysis of key threat actors;

* Three future scenarios that
envision trade secret protection
outcomes in 10-15 years; and

* A five-step framework to help
companies assess and safeguard
trade secrets.




Framework: Objectives and Outputs

v' Consensus across business units over definitions and criteria
for determining IP that is a trade secret

v Prioritized, ranked list of trade secrets with location maps
around the world

v' A clear repeatable process for incorporating new innovations
and trade secrets into the existing trade secrets list

v' Proven formula for assessing the cost of trade secret theft at
the individual level

v' Means to determine how to maximize the value of protective
measures to ensure the greatest return on security investment




CREATe - PwC Trade Secrets Report

* Five-step framework to help companies assess and safeguard
trade secrets




Framework: Step 1 — Identify Trade Secrets




Framework: Step 2 — Assess Threat Actors




Step 3: Value Ranking of Trade Secrets




Framework: Step 4 - Economic Impact Analysis




Framework: Step 5 — Secure Trade Secrets

Effective IP protection involves 8 categories:

Policies,
Procedures &
Records

Security &
Confidentiality
Management

IP Compliance
Team

Training &
Capacity
Building

Scope & Quality
of Risk
Assessment

Monitoring &
Measurement

Management of
Supply Chain

Corrective
Actions &
Improvements




}CREATe Leading Practices

Enhancing business
processes to better
safeguard IP, trade secrets
and other proprietary
information




The Trend: Supplementing Legal with a
Management System Approach

Legal Approach Management System
Approach
* Contract-driven
« Compliance is a silo in * Builds awareness
the legal department throughout the company
e Typically reactive * Communicates clear
expectations

* Seek legal remedy if
problems are discovered  * Preventative, proactive
* Builds on management
systems used for other
business operations



Measure

Self-Assessment

Online Q&A:

Measures maturity of
systems in all categories

Rates maturity on a scale
from1to5

Independent
Evaluation

CREATe expert
evaluation:

Qualifies self-assessment
Reviews documentation

Generates verified score

Improve

Improvement Plan

Based on rating,
company receives:

Improvement steps

Benchmarking report
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Thank You

For more information about
CREATe Leading Practices,
please contact us at info@create.org
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